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Data Breach Policy 

 
Introduction 
The policy has been created using the Information Privacy Commission, Mandatory 
Notification of Data Breach Scheme: Guide to Preparing a Data Breach Policy – May 2023 
and states: 
 
Part 6A of the Privacy and Personal Information Protection Act 1998 (NSW) (PPIP Act) 
establishes the NSW Mandatory Notification of Data Breach (MNDB) scheme.  
 
The MNDB Scheme requires every NSW public sector agency bound by the PPIP Act to notify 
the Privacy Commissioner and affected individuals of eligible data breaches.  
 
Under the scheme, public sector agencies are required to prepare and publish a Data Breach 
Policy (DBP) for managing such breaches.  
 
This Guide to Preparing a Data Breach Policy (Guide) is designed to assist NSW public sector 
agencies to understand the type of information expected to be included in a DBP under the 
MNDB scheme. It sets out the Privacy Commissioner’s expectations in relation to what 
agencies should consider and document in their DBPs, to ensure compliance with section 
59ZC of the PPIP Act.  
 
More comprehensive guidance about your obligations under the MNDB Scheme is available 
on the Information and Privacy Commission’s (IPC) website. 
https://www.ipc.nsw.gov.au/privacy/MNDB-scheme  

 
  

Policy Title Data Breach Policy 

Responsible Manager(s) Director Corporate & Community 

Contact Officer(s) Manager Business & Customer 

Directorate Collaborative 

Approval Date 28 January 2025 

Strategic Focus Area 4C. Planning and leading with good governance 

Delivery 
Program/Operational Plan  

4C1. Demonstrating performance in accordance with best 
practice governance frameworks and all relevant legislative, 
strategies, risk management, procedures and service 
standards 
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Purpose  
The purpose of this policy is to provide guidance to Council Officials in responding to and 
reporting a Data Breach, whether it is deemed to be a minor Data Breach, or a Data Breach 
that is notifiable under the New South Wales Mandatory Notification of Data Breach (MNDB) 
scheme established under Part 6A of the Privacy and Personal Information Protection Act 
1998 (NSW). 
 

Scope 
This policy applies to all Council Officials, service providers/service partners, volunteers and 
members of the public. 
 

Policy Statement 
Council is committed to protecting any Personal Information held, including that of its own 
Council Officials, volunteers, service providers/service partners and community members. 
Council has prepared this Data Breach Policy to demonstrate how Council will respond to 
reduce the impacts of a Data Breach if one should occur. 

This Data Breach Policy addresses the processes that will be taken if there is an Eligible Data 
Breach, which is required to be notified to the NSW Privacy Commissioner pursuant to the 
Privacy and Personal Information Protection Act 1998 (NSW).  
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Policy Details 
 
1. Measurers taken to prepare for Data Breaches 
1.1 Training and awareness 

Council disseminates information about its procedures for Data Breaches to Council 
Officials along with the Privacy Policy and Privacy Management Plan. 
 
Council will: 

• Ensure that Council Officers receive a copy of the Data Breach Policy when 
they commence employment at Council. 

• Ensure that Council Officers are promptly notified of updates to the Data 
Breach Policy. 

• Provide training and targeted advice to Council Officers and business units 
to help them understand how to implement the information contained in this 
Data Breach Policy and the Data Breach Protocol. This training will 
emphasise the containment, assessment and notification of Data Breaches 
in compliance with legislation. 

• Encourage Council Officers to refer to this Data Breach Policy and the Data 
Breach Procedure, and to liaise with the Privacy Officer if they are unsure 
about a Data Breach issue. 

• Ensure that Council Officers can easily access a copy of this Data Breach 
Policy. 

• Give service providers/service partners a copy of this Data Breach Policy and 
training where necessary depending on the extent of their involvement with 
Personal Information. 

• Ensure that elected Council Officials and the Audit, Risk and Improvement 
Committee is given a copy of this Data Breach Policy. 

1.2 Processes for identifying and reporting breaches 
Data Breaches are most commonly identified by reports from Council Officials, 
volunteers, service providers/service partners, members of the public or other 
organisations who have become aware of unauthorised Access, unauthorised 
Disclosure or loss of Personal Information or Commercial Information. 
 
Please refer to section 2 of this Data Breach Policy for information on what 
constitutes a Data Breach. Data Breaches may also be identified by a cyber security 
incident such as malware, a hacking attack, ransomware, denial of services, 
phishing attack or a combination of these. 
 
Council has in place several systems for the identification of Data Breaches, 
including comprehensive cyber security, security systems and auditing requirements 
which are undertaken in accordance with Council’s Risk Management Policy and 
Procedure. 
 
All reports of suspected or actual Data Breaches must be made to the Privacy Officer 
via email at mail@hilltops.nsw.gov.au  phone 1300 44 55 86. 

1.3 Managing collaborations and implementing contractual controls 
Service providers/service partners will be provided with a copy of this Data Breach 
Policy where necessary. Key contacts of service providers/service partners will be 
kept up to date to ensure that Council’s response to a Data Breach can be managed 
efficiently and effectively with a view to reducing the harm caused. 
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Any contracts entered into with service providers/service partners will include 
provisions which require service providers/service partners to report any Data 
Breaches to the Privacy Officer immediately. 

1.4 Schedule for regular testing and updating of this Policy 
This Data Breach Policy and the Data Breach Procedure will be reviewed annually 
with the Privacy Policy and Privacy Management Plan. Randomised testing will 
occur regularly to assess the effectiveness of Council’s response to Data Breaches, 
and to assess whether there are any risks which need to be addressed. 

2. What constitutes a Data Breach 
2.1 A Data Breach is an incident where unauthorised access to, or unauthorised 

disclosure or loss of, Personal Information or Health Information has occurred. The 
information may have been compromised, disclosed, copied, transmitted, accessed, 
removed, destroyed, stolen, or used by unauthorised individuals, whether 
accidentally or intentionally. 
 
Examples of a Data Breach include: 

• A database that contains individuals’ Personal Information has been 
accessed by an unauthorised person. 

• Personal information held by Council is disclosed by an unauthorised person. 
• A device containing Personal Information or Commercial Information is lost 

or stolen. 
• A cyber-attack has occurred which has resulted in stolen Personal 

Information. 
3. Data Breach Response Strategy  
3.1 Following the report of a Data Breach, the Privacy Officer and Response Team 

must conduct a four-step response process as expeditiously as possible. 
 
These four steps include containing, assessing, managing, reporting, and reviewing 
the Data Breach. 
 
Step 1: Containment and preliminary assessment 
Council shall prioritise the containment of the Data Breach to mitigate harm. The 
Privacy Officer will take all necessary steps possible to ensure the containment of 
the breach and minimisation of any resulting damage. The steps taken may involve: 

• Recovering or deleting information. 
• Suspending or shutting down the system that has been breached. 
• Suspending or abandoning the activity that has resulted in the Data Breach. 
• Changes or revoking access codes and/or passwords. 

 
The Response Team must conduct a preliminary assessment in accordance with 
the Data Breach Procedure to gather facts and assess the seriousness of the Data 
Breach. 
 
Step 2: Assessment, evaluation and mitigation 
The Response Team will undertake the assessment of the actual or suspected data 
breach in an expeditious manner. Council recognises that each Data Breach is 
different and should be treated on a case-by-case basis. The Response Team’s 
assessment will include, but is not limited to, the assessment of: 

• The type of information affected by the Data Breach. 
• Who is affected by the Data Breach. 
• The cause of the Data Breach. 
• The foreseeable harm to affected individuals/organisation. 
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Following the assessment, further mitigation strategies will be implemented as 
necessary. 
 
The Response Team must notify other organisations if required, such as the NSW 
Police Force in the case of theft, or the Australian Cybercrime Online Reporting 
Network in the event of a cyber-attack.  
 
Decision about the Data Breach 
If the Response Team determines that the Data Breach involves the unauthorised 
access, unauthorised disclosure or loss of Personal Information, and that access, 
disclosure or loss would cause an individual serious harm, the Data Breach is an 
Eligible Data Breach under the MNDB scheme. Note that unauthorised access or 
disclosure or loss of Commercial Information is not notifiable under the MNDB 
scheme unless it contains Personal Information. 
 
NOTE: A decision about whether the Data Breach is an Eligible Data Breach may 
be made during any of the former steps depending on its nature. 
 
Step 3: Reporting the data breach 
Reporting to the NSW Privacy Commissioner 
Where it has been determined that an Eligible Data Breach has occurred, or that 
there is reasonable ground to believe that an Eligible Data Breach has occurred, the 
Council will immediately notify the NSW Privacy Commissioner. Notification 
requirements and resources such as, Data Breach Self-assessment tool for MNDB 
and the Form: Data Breach Notification to Privacy Commissioner are available on 
the Information and Privacy Commissioner website: 
 

https://www.ipc.nsw.gov.au/MNDB-Scheme-resources    
 
Reporting to the Australian Privacy Commissioner (Commonwealth Notifiable 
Data Breach) 
The Privacy Act 1998 (Cth) requires Council to report to the Australian Privacy 
Commissioner instances where a Data Breach affects the tax file number of 
individual/s. If this occurs, the Council will immediately notify the Australian Privacy 
Commissioner (c/- the Office of the Australian Information Commissioner) of the 
Data Breach. The requirement to notify the Australian Privacy Commissioner is in 
addition to the requirement to notify the NSW Privacy Commissioner. 
  
Reporting to the affected individual or organisation 
The Response Team will notify each individual or organisation to whom an Eligible 
Data Breach relates and provide them with information about the Eligible Data 
Breach in accordance with the Data Breach Procedure. Where a Data Breach is not 
an Eligible Data Breach, Council may still provide voluntary notification to individuals 
and organisations where appropriate. 
 
Council will publish a public notification of the Data Breach if it is not reasonably 
practicable to inform each individual or organisation, or if the Council otherwise 
deems it appropriate. The public notification will be published on Council’s website 
in accordance with the Data Breach Procedure. 
 
After the public notification of an Eligible Data Breach is published, Council will 
inform the NSW Privacy Commissioner of how to access the notification. 
 
 



 

6 
 

 

Data Breach Policy 

Step 4: Reviewing the data breach 
The Response Team will coordinate a further investigation into the circumstances of 
the breach to ensure that any processes or weaknesses in data handling that may 
have contributed to the Data Breach are identified and remediated. This will mitigate 
future risks and ensure Council’s proactive management of Data Breaches. 
 
Disciplinary measures 
Where a Data Breach has resulted from a deliberate act of a Council Official, Council 
will take disciplinary measures in accordance with the Model Code of Conduct. 
 
Where a Data Breach has resulted from an act of a volunteer or service 
provider/service partner, Council may take steps to terminate their engagement. 

4. Record keeping requirements 

4.1 Data Breach Register 
Council will maintain an internal Data Breach Register which details: 

• Who was notified of the Data Breach. 
• When the Data Breach was notified. 
• The type of Data Breach. 
• The steps taken by Council to mitigate the harm done by the Data Breach. 
• Details of the actions taken to prevent future Data Breaches. 
• The estimated cost of the Data Breach. 

4.2 Public notification register 
Council will keep a public notification register that is available on its website. The 
public notification register will contain details of the Data Breaches that have been 
notified to the public, including all information provided to an individual or 
organisation when they are notified of a Data Breach. Personal Information or 
information that could prejudice Council’s functions will not be published on the 
public notification register. Data Breaches published on the public notification 
register will remain on the register for at least 12 months. 

5. Roles and Responsibilities 
The following provides the key roles and responsibilities of Council Officials. 
 
Position Responsibilities 
Council Officials, volunteers, service 
providers/service partners and 
members of the public 

Required to immediately report any 
actual or suspected Data Breaches to 
the Privacy Officer. 

Privacy Officer (this role is assigned to 
Manager Governance and Risk) 

Upon the receipt of a report of a Data 
Breach, the Privacy Officer will: 

• Immediately notify and co-
ordinate the Response Team. 

• Complete the steps for the Data 
Breach response in accordance 
with this Data Breach Policy. 

• If an Eligible Data Breach has 
occurred, follow the reporting 
requirements for notification of 
the NSW Privacy 
Commissioner and/or the 
Australian Privacy 
Commissioner. 

• Provide oversight to the 
Response Team, ensuring 
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governance and compliance 
with register requirements. 

• Provide notification to affected 
individuals and organisations. 

Response Team Upon notification from the Privacy 
Officer, the Response Team will: 

• Immediately assemble to 
review and respond to the 
reported Data Breach, with 
delineation of responsibilities 
undertaken depending on the 
nature of the Data Breach. For 
example, Data Breaches 
involving cyber-attacks will 
require the expertise of the: 
- Manager Business & 

Customer 
- ICT Systems Administrator 
- ICT Officer Cyber Security 

• Follow the response 
requirements as set out in this 
Data Breach Policy. 

• Consult with relevant internal 
and external stakeholders as 
required. 

• Assist the Privacy Officer with 
the notification requirements 
and register maintenance. 

 

6. Breaches of this policy 
Breaches of this policy may result in an investigation of the alleged breach in line 
with relevant Council policies including the Model Code of Conduct. 
 
Any alleged criminal offence or allegation of corrupt conduct will be referred to the 
relevant external agency. 

7. Inner-Administrative Changes 
From time-to-time, circumstances may change leading to the need for minor 
administrative changes to this document. Where an update does not materially alter 
this document, such a change may be made, including branding, Council Officer 
titles or department changes and legislative name or title changes which are 
considered minor in nature and not required to be formally endorsed. 
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Definitions 
In the Data Breach Policy, the following terms have the following meanings: 

Act Local Government Act 1993. 

Confidential Information Information and data including Personal Information, 
Health Information, information protected under legal 
professional privilege, information covered by secrecy 
provisions under any legislation, commercial-in-
confidence provisions, floor plans of significant buildings, 
Security Classified Information and information related to 
Council’s IT/cyber security systems. 

Councillor Hilltops Council elected representative. 

Council committee member A person other than a Councillor or Council Officer who 
is a member of a Council committee other than a wholly 
advisory committee, and a person other than a Councillor 
who is a member of Council’s Audit, Risk and 
Improvement Committee. 

Council Officer Hilltops Council members of staff (including full-time, 
part- time, casual and contracted staff). 

Council Official Councillors, Council Officers, Council committee 
members and delegates of Council. 

Data Breach An incident where an unauthorised access to, or 
unauthorised disclosure or loss of, Confidential 
Information held by Council has occurred. 

Data Breaches can occur between local governments, 
within Council or external to Council (such as by a service 
provider/service partner). 

delegate of Council A person (other than a Councillor or Council Officer) or 
body, and the individual members of that body, to whom 
a function of Council is delegated. 

Eligible Data Breach A Data Breach that would be likely to result in serious 
harm to an individual to whom the information that is the 
subject of the Data Breach relates. 

Health Information Information or an opinion about a person’s physical or 
mental health or disability, or information relating to the 
provision of health services to a person. Health 
information can include a psychological report, blood 
tests or an x-ray, results from drug and alcohol tests, 
information about a person’s medical appointments, and 
information regarding vaccination status. It can also 
include some personal information that is collected to 
provide a health service, such as a name and telephone 
number. For the purposes of the MNDB scheme, Health 
Information is Personal Information. 
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MNDB scheme  Mandatory Notification of Data Breach scheme in New 

South Wales. 

Personal Information Information or an opinion about a person where that 
person’s identity is apparent or can reasonably be 
ascertained. This information can be in a database and 
does not necessarily have to be recorded in a material 
form. For the purposes of the MNDB scheme, Personal 
Information includes Health Information. 

 Privacy Officer The Council Officer responsible for receiving reports of 
Data Breaches and administering the requirements set 
out in this Data Breach Policy. Council’s Manager 
Governance and Risk serves as Council’s Privacy 
Officer. 

Response Team The team that will assemble in the event of a Data 
Breach, and includes, at minimum, the following 
personnel: 
• Manager Governance and Risk (Privacy Officer) 
• Chief Financial Officer 
• Director Corporate & Community  
• ICT Systems Administrator 
• Manager Business & Customer 
• The custodian of the data affected by the Data Breach. 
 

The Response Team may be expanded depending on 
the seriousness and nature of the Data Breach. 

service provider/service partner A person or company engaged to provide services to 
Council. 

unauthorised access When an internal or external individual or an organisation 
gains access to the information of an organisation or 
individual without permission. 

Examples include a Council Officer browsing Council 
records for identity information of residents without a 
legitimate purpose or an online database being 
compromised by hackers resulting in financial details of 
individuals being accessed. 

unauthorised disclosure The deliberate or inadvertent making of the information 
of individuals or organisations available or accessible to 
unauthorised parties by Council Officers without the 
authority to do so. 

Examples include the disclosure of Personal Information 
by a Council Officer whilst discussing their work and 
duties with friends and family external to Council or online 
via social media. 

Volunteer A formally recognised; unpaid member of the public who 
helps provide Council services e.g. Visitor Information 
Centre/Library. 
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Governance  
 

This policy should be read in conjunction with any related legislation, codes of practice, 
relevant internal policies, and guidelines. 
 

Document History 

Date Status Version Resolution Description 
October 2024  Draft 0.1  Draft Data Breach Policy created 
11 December 2024 Draft 0.2  Draft Data Breach Policy presented 

to Council for 28 day public 
exhibition 

11 December 2024 Draft 0.3 24/398 Draft Data Breach Policy endorsed 
for public exhibition for 28 days. 

28 January 2025 Final 1.0 24/398 No submissions received after public 
exhibition - Data Breach Policy 
adopted. 

  
 This Data Breach Policy shall be reviewed within 12 months of an election, and 

thereafter at intervals of no greater than four years. Any review will ensure this Policy 
continues to meet all statutory requirements and the operational needs of Hilltops 
Council. The Policy may also be reviewed at other times as determined by Hilltops 
Council. 

 This Policy commences on and from the date of adoption by Hilltops Council as listed 
in the document history and replaces all previous versions. 

 


